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1. V8 memory corruption
V8 basics: garbage collection

Young Generation Old Generation

referenced
objects
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1. V8 memory corruption
addrOf() & fakeObj() primitives: overview

Map pointer
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1. V8 memory corruption
addrOf() & fakeObj() primitives: overview

Map pointer

Properties pointer

Elements pointer

Length

Map Pointer

Length

Float Element 0

Float Element 1

Float Element N…

JSArray at 0x1234 FixedDoubleArray

let arr = [13.37, 13.37, …];

Exploitation primitives:
addrOf(arr);            // = 0x1234

fakeObj(0x1234);        // = arr
fakeObj(element0_addr); // = ??
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1. V8 memory corruption
Arbitrary read/write: crafting fake objects
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1. V8 memory corruption
Arbitrary read/write: crafting fake objects

Map pointer

Properties pointer

Elements pointer

Length

Map Pointer

Length

Float Element 0

Float Element 1

JSArray
at 0x1234

FixedDoubleArray
at 0x1234 - 0x18

holder = [
float(map, properties),
float(elements, 1)

]
holder_addr = addrOf(holder)

fake = fakeObj(holder_addr - 0x10)

// fake[0] = ??

Float Element 0
→ Map, Properties
Float Element 1

→ Elements, Length=1
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1. V8 memory corruption
Arbitrary read/write: retrieve valid map/properties

holder = [
float(map, properties),
float(elements, 1)

]
⟹ How to guess valid map/properties pointers?

Elements pointer

Length

Map Pointer

Length

Float Element 0
→ Map, Properties

Map pointer

Properties pointer

Float Element 1
→ Elements, Length=1
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1. V8 memory corruption
Arbitrary read/write: retrieve valid map/properties

holder = [
float(map, properties),
float(elements, 1)

]
⟹ How to guess valid map/properties pointers?

Elements pointer

Length

Map Pointer

Length

Float Element 0
→ Map, Properties

fake_num = fakeObj(holder_addr - 0x4)

for (k=0; k<0x1000; k++) {
holder[1] = float(0, k)
if (typeof fake_num == “number”) {

// we found kHeapNumberMap
// fake_num = map/properties pointers

}
}

Map pointer

Properties pointer

Float Element 1
→ Elements, Length=1

Map pointer

Float Element 0

Float Element 1
→/, kHeapNumberMap

Properties pointer
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 ArrayBuffer & DataView
= more reliable & comprehensive read/write

1. V8 memory corruption
Arbitrary read/write: reliable primitives

buf = new ArrayBuffer(1)
memory = new ArrayBuffer(buf)

// overwrite buffer start address (0x0)
// & length (kMaxByteLength)
memory.getUint32(addr)
memory.setUint32(addr, val)
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= more reliable & comprehensive read/write

1. V8 memory corruption
Arbitrary read/write: reliable primitives

Map pointer

Properties pointer

Elements pointer

Length

Map Pointer

Length

Float Element 0

Float Element 1

holder[“x”] = “y”

…

buf = new ArrayBuffer(1)
memory = new ArrayBuffer(buf)

// overwrite buffer start address (0x0)
// & length (kMaxByteLength)
memory.getUint32(addr)
memory.setUint32(addr, val)
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 ArrayBuffer & DataView
= more reliable & comprehensive read/write

1. V8 memory corruption
Arbitrary read/write: reliable primitives

Map pointer

Properties pointer

Elements pointer

Length

Map Pointer

Length

Float Element 0

Float Element 1

holder[“x”] = “y”

…

holder[0]
(float)

holder[“x”]
(object)

buf = new ArrayBuffer(1)
memory = new ArrayBuffer(buf)

// overwrite buffer start address (0x0)
// & length (kMaxByteLength)
memory.getUint32(addr)
memory.setUint32(addr, val)
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V8 object

V8 SANDBOX

V8 object
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2. Heap sandbox escape
V8 heap sandbox design

0 | Type + Ptr

0 | Ptr

0 | Type + Ptr

Trusted Ptr Table

Code Ptr Table

External Ptr Table

V8 object

V8 object

V8 SANDBOX
TRUSTED CAGE

Trusted object
…

…

1 | Type + Ptr

1 | Ptr

1 | Type + Ptr
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2. Heap sandbox escape
Unsandboxed read/write: issue 379140430

0 | Type + Ptr

1 | Type + Ptr

…

Trusted Ptr Table

V8 Object

V8 SANDBOX TRUSTED CAGE

Trusted Object

<trusted_field>
V8 Object
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 When calling a JS function from WASM, a wrapper converts arguments and 
return values, but it may rely on a signature index referenced in the sandbox

2. Heap sandbox escape
Unsandboxed read/write: confuse me again
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 When calling a JS function from WASM, a wrapper converts arguments and 
return values, but it may rely on a signature index referenced in the sandbox

func(int64) → int64 func(int64) → struct

2. Heap sandbox escape
Unsandboxed read/write: confuse me again

19 / 30

get() / set()

 Signature Confusion

 Arbitrary unsandboxed read/write



2. Heap sandbox escape
Code execution: leak unsandboxed pointers

Signature Confusion

We leak registers & stack!

func() → ;

func(var1, var2, var3…) 
→ var1, var2, var3…
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2. Heap sandbox escape
Code execution: hunt the egg to RWX

0 | Type + Ptr

1 | Type + Ptr

…

Trusted Ptr Table

WASM function

<wasm_instance>

V8 SANDBOX
TRUSTED CAGE

WASM instance

<jump_table_start>

…

…

RWX MEMORY PAGE

WASM compiled code
EGG jmp 0x1234
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Code execution: hunt the egg to RWX

0 | Type + Ptr

1 | Type + Ptr

…

Trusted Ptr Table

WASM function

<wasm_instance>

V8 SANDBOX
TRUSTED CAGE

WASM instance

<jump_table_start>

…

…

RWX MEMORY PAGE

WASM compiled code
EGG jmp 0x1234

Arbitrary
Write

Shellcode
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2. Heap sandbox escape
Code execution: RCE in v8
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3. Browser sandbox escape
Browser sandbox design
Evade the sandbox
Exploit demo



3. Browser sandbox escape
Browser sandbox design: overview

Browser Process

GPU Process

Renderer Process

Renderer Process

Renderer Process

Medium Integrity

Low Integrity

Untrusted Integrity
+ restrictive Job object
+ alternate desktop
+ Win32k.sys lockdown
+ font loading disabled
…

IPC
(Mojo)

Network Process Medium Integrity

Services Processes
(storage, extensions…) Untrusted Integrity
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 But we can:
• Fingerprint the target (loaded DLLs’ build numbers, CPUID…)
• Run internal renderer’s functions, enable MojoJS…
• Interact with the browser process through Mojo
• Interact with the OS through some features (syscalls, RPC…)

3. Browser sandbox escape
Browser sandbox design: attack surface

25 / 30

 We can still run a shellcode… but can’t do much with it



 But we can:
• Fingerprint the target (loaded DLLs’ build numbers, CPUID…)
• Run internal renderer’s functions, enable MojoJS…
• Interact with the browser process through Mojo
• Interact with the OS through some features (syscalls, RPC…)

3. Browser sandbox escape
Browser sandbox design: attack surface

25 / 30

 We can still run a shellcode… but can’t do much with it



 But we can:
• Fingerprint the target (loaded DLLs’ build numbers, CPUID…)
• Run internal renderer’s functions, enable MojoJS…
• Interact with the browser process through Mojo
• Interact with the OS through some features (syscalls, RPC…)

3. Browser sandbox escape
Browser sandbox design: attack surface

Use After Free

25 / 30

 We can still run a shellcode… but can’t do much with it



 But we can:
• Fingerprint the target (loaded DLLs’ build numbers, CPUID…)
• Run internal renderer’s functions, enable MojoJS…
• Interact with the browser process through Mojo
• Interact with the OS through some features (syscalls, RPC…)

3. Browser sandbox escape
Browser sandbox design: attack surface

Use After Free

MiraclePtr
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 We can still run a shellcode… but can’t do much with it



→ “Compromised renderer can control your mouse and escape sbx”

3. Browser sandbox escape
Evade the sandbox: CVE-2024-11114
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→ “Compromised renderer can control your mouse and escape sbx”

3. Browser sandbox escape
Evade the sandbox: CVE-2024-11114

StartDragging
((x,y), kTouchDrag)

StartTouchDrag(x, y)

Renderer

Browser

StartDragging
((x,y), kTouchDrag)

Mojo

FinishTouchDrag(x, y)

::DoDragDrop()

MouseDown

MouseMove

MouseUp
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3. Browser sandbox escape
Evade the sandbox: drag & click!

“NtRaiseHardError is easy way to display message
in GUI without loading Win32 API libraries.”
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3. Browser sandbox escape
Evade the sandbox: drag & click!

“NtRaiseHardError is easy way to display message
in GUI without loading Win32 API libraries.”

StartDragging
((x,y), kTouchDrag) ::DoDragDrop()

MsgBox(timeout=1)

Complete!

MouseDown + Move (x,y) + MouseUp
+ MouseDown + Move (x,y) + MouseUp
= Click at (x,y)
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3. Browser sandbox escape
Evade the sandbox: run the final payload
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3. Browser sandbox escape
Evade the sandbox: run the final payload

legitimate
malicious

sideload
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3. Browser sandbox escape
Exploit demo: chain all the things!
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 Chromium Exploit Development Toolkit:
https://github.com/Petitoto/chromium-exploit-dev

Questions?
30 / 30
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