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Who am I?
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Fighting cybercrime needs synergies
Addressing a triple-challenge

Improve 
security 

and 
resilience 

capabilities
Synergies

Mutualisation of data 
Information sharing

In cybersecurity, information sharing is 
crucial for a better understanding of 
threats and to prevent attacks
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The security of an outdated ICT system…
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… relies on an outdated way to manage risks

See no evil Hear no evil Speak no evil
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It’s now time to adopt a new model…
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… which requires to adapt existing practices of risk 
monitoring…
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… and sharing collected information to enforce global 
protection
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How to enhance coordination?

Information 
sharing

Feedback

Enhanced 
Coordination

Strengthen
Coordination

(Sectoral)
Context
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Obstacles to information sharing are known
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Obstacles to information sharing are known
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Constraints of the compliance framework as 
explanation for not sharing information?!
• DORA 

Digital Operational Resilience Act

• Applicable since 17th January 2025

• NIS2
Network and Information Systems (Security) v2

• Applicable since 17 octobre 2025 (or not yet)

• Mandatory and voluntary information sharing and 
notification of information

• Article 29.2 from the Directive 
• Member States shall ensure that the exchange 

of information takes place within communities 
of essential and important entities, and where 
relevant, their suppliers or service providers. 

• Such exchange shall be implemented through 
cybersecurity information-sharing 
arrangements in respect of the potentially 
sensitive nature of the information shared

https://www.cssf.lu/en/ict-and-cyber-risk-for-dora-entities/
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Remove barriers limiting information sharing between peers and 
competitors to globally improve the security posture of the Community

• Failures to be addressed

• Coordination failure
- Lack of cybersecurity cooperation to create threat intelligence capabilities limit 

capabilities of fighting cybercrime 

• Bilateral informational synergies only
- Knowledge may be loss and advantages of sectoral approach may be reduced

• Why (not) using (new) mechanisms to address expressed 
limitation of information sharing

• Identify the key information by asking to the people who 
create and manage the data from business perspective

• Maintain the confidentiality and privacy when exchanging 
and processing data (by default, from a transparent manner)

• Spare resources by mutualizing the learning phase of 
multiple AI models between different companies (“le 
moment IA” ;)

• Idea

- Leverage the capabilities offered by different (new?) 
technical mechanisms to enhance coordination 
between companies to show the value of data

• (side)Objectives

• Improve market global detection capabilities 

• Sparing and sharing resources by pooling and combining 
data with peers (partners, competitors, …)

• Get a view on the sectoral risks to improve the 
capabilities of informed governance when dealing with 
relevant cyber-risks / crisis that may disturb an economic 
sector 

• Preserve confidentiality of information in line with needs, 
expectations and regulations

• Outcome of the idea could be something (product/service) 
that support the setup of a collective intelligence while 
removing the traditional barriers of information sharing
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Removing barriers to reconcile compliance 
requirements with the benefits of information sharing
• Share the interpretation of the data instead of the raw data 

• Consider data as a product
• Think about Data Mesh 

• (new) techniques can be used
• Federated Learning
• (Fully) Homomorphic Encryption (FHE)
• These are to be more and more discussed

• Use the created value within your defence mechanisms
• Re-share the outcome to the community 
• Process (encrypted) data without exposing what’s underneath making users to view the results but 

not the data

• Privacy-Enhancing Technologies (PETs)
• Are encrypted data still “Personal Data” under GDPR?
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Data Mesh

• Too much centralisation of data reduce sharing opportunities and recognition of value of the data

• Before: data is managed from a centralized point of view by a central team in a central Datawarehouse 

• Then: Data Mesh is based on a decentralized data ownership and architecture, making individual teams 
responsible for their own data domains
• The valuable data is managed by the team itself
• The process of data is performed by the team itself
• The sharing of data is managed by the team itself

• Data is not expected to be shared but the interpretation of data is expected to be
→ Data-as-a-(security)Product

• Reduce the risk of data leakage as data by itself will not be shared
• “Cybersecurity value of the data” is intended to be shared
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Homomorphic Encryption

• Homomorphic encryption is a method of encryption that allows computations and queries to be 
performed upon fully encrypted data, making it possible to analyze or manipulate encrypted data 
without decrypting it

• Limitations

• Type of operations 

- Limited to + or ×

• Number of computations 

- Before compromise of 
confidentiality

• Performance and processing 
power

16
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Homomorphic Encryption

PROs

•Protecting privacy

•Enables secure third-party processing and 
foster innovation

•Data regulation compliance

•Data monetization

•Post-quantum resistent

CONs

•Complexity

•Set of operations limited to + or ×

•Number of computations limitation before 
compromise of confidentiality

•Processing power and performance

•Maturity & lack of knowledge & expertise

• Use-cases

• Use-cases in which the direct users 
of a dataset (and those who use 
downstream applications) are 
trusted with all the sensitive 
information, but the compute 
environment, such as a public cloud, 
is not trusted with sensitive 
information

• Securing Cloud Compute/Storage

• Enabling Data Analytics

• Electronic Voting
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Fully Homorphic Encryption is (now) (will be) a thing
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Fully Homorphic Encryption is (now) (will be) a thing

https://research.kuleuven.be/portal/en/project/3E220625

https://www.esat.kuleuven.be/cosic/projects/mozaik/wp-content/uploads/sites/2/2025/04/intro_fhe.pdf
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Fully Homorphic Encryption is (now) (will be) a thing
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Federated Learning 
• Federated learning is used to train a decentralized machine learning 

model amongst multiple participants

• It consist in collaboratively training a shared model while keeping 
the training data locally without exchanging it with a central 
location
• It is not the data that is shared to build a model, but the local 

model is shared to build a global model

• The outcome of the federated learning model is a machine 
learning model that can be used by all participants for security 
model
• The model is shared permanently during the learning phase
• Outcome is a better trained model that has been fed with multiple and varied data

• The outcome of the federated learning model will be sharing over the open cyber security data space as an additional 
added value

• It creates an alternative to the traditional centralized approach to building machine learning models where data from 
different sources is collected and stored on one server
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Federated Learning

PROs

•Data privacy ensure by keeping data in 
company

•Provides access to heterogeneous 
datasets

•Compliance

CONs

•Complexity

•Communication topology

•Performance

•Local vs Global Solution

• Use-cases

• Mobile Apps
- Google uses federated learning to 

improve on-device machine learning 
for their Google Assistant (voice 
commands)

• Financial Services
- Allows sharing of AML/KYC models 

across banks

• Healthcare
- Protects sensitive data and can 

provide data diversity to diagnose 
rare diseases

• Autonomous Vehicles
- Provide better and safer self-driving 

car experience with real-time data 
and predictions from fleet of cars
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Combining Federated Learning & Homomorphic Encryption

Private  Data

Local Model

SME 1

Private  Data

Local Model

SME 2

Private  Data

Local Model

SME 3

Model Parameters secured 
through Homomorphic Encryption

Only model parameters are shared, 
not private/sensitive/personal/business/trade secrets/IPR

Global Model computed using parameters 
from all participating members

• Maturity 0: no federated learning, each working on its own data only

• Maturity 1: Federated Learning on non-critical data only (reducing the 
total gained value)

→ Maturity 2: Federated Learning on critical data thanks to Homomorphic 
Encryption enhancing the total gained value while preserving 
confidentiality and privacy

Uplink: local model parameters 
Downlink: global model
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How to enhance coordination?

Information 
sharing

Feedback

Enhanced 
Coordination

Strengthen
Coordination

(Sectoral)
Context



Slide 25 | Sensitivity: PUBLIC BSidesLU25 | Remove barriers to data sharing to boost collaboration against cybercrime | 2025-06-19

How to strengthen coordination? 

Information 
sharing

Feedback

Strengthen
Coordination

(Sectoral)
Context

Enhanced 
Coordination
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Think sectoral risks 
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Detect specific malicious patterns with Sectoral SOC
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Setup a (sectoral) Trusted Network and share the 
knowledge within the (sectoral) Trusted Network

• Implementation of NIS2 in

Luxembourg intents to rely on ISAC

for the different economic sectors

to valorize the approach of

Informed Governance while

ensuring a better management of

risks from a sectoral perspective
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Coordination against cybercrime…
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… by improving detections capabilities within sectors
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You are not alone / We are not alone
Sharing is caring
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We are all interconnected
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Full Visibility

X

Y Z

Encrypted Data only (FHE)

From here…

…to there

Shared 
Coverage 
(FL)

This is the usual 
SOC perimeter of 

a organization 
with own KPIs 

only

Data used for  SOC 
KPIs but 

ENCRYPTED

Additional 
partners with 
similar data

Central service 
computing on 

encrypted data 
(FHE)

Cyber weather map 
built

Based on input from 
various parties

Threat, visible at different 
parties due to the map
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Share the knowledge within the (sectoral) Trusted 
Network
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www.proximusnxt.lu

for your attention

Thank you
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www.proximusnxt.lu

& Answers

Questions
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Cédric MAUNY
cedric.mauny@proximus.lu

(+352) 621.200.707

Contact Information

https://www.linkedin.com/in/cedricmauny/
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