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▪ From Oslo, Norway ❄️🐻‍❄️

▪ M.Sc. (Information Security) from NTNU and UCSB

▪ Working with offensive security, pentesting and 

“VMaaS”

▪ Last two years leading the area of exposure mgmt. in 

my current company

▪ Fun fact: all “mountain pictures” here are from 

Chamonix, France – where I have also lived⛷️
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▪ Threat landscape in 2025

▪ Evolution in the last 20 years

▪ Current phase: CTEM

▪ “Validation”

▪ CTEM in practice

▪ Key takeaways
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Threat Landscape



Threat Landscape

Source: CrowdStrike: https://go.crowdstrike.com/rs/281-OBQ-266/images/CrowdStrikeGlobalThreatReport2025.pdf
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Threat Landscape

Source: Common Vulnerabilities and Exposures: https://www.cve.org/about/Metrics
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Threat Landscape

Source: Google Mandiant: https://www.mandiant.com/resources/blog/time-to-exploit-trends-2021-2022, https://cloud.google.com/blog/topics/threat-intelligence/time-to-exploit-trends-2023
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▪ Expansion of Digital Footprint

– Modern attack surfaces include cloud services, IoT 

devices, and third-party integrations, in addition to 

traditional IT assets

▪ Increased Complexity

– Rapid adoption of new technologies increases 

misconfigurations and unknown exposures

▪ More Sophisticated Attackers

– The capabilities of threat actors are rapidly increasing, 

using AI and automations to facilitate continuous detection 

and rapid mass exploitations

“The Perfect Storm”



Recap definitions…

A vulnerability is a weakness in your infrastructure, 

networks or applications that potentially exposes you to 

threats
Definition

Threat is a process that magnifies the likelihood of a 

negative event, such as the exploit of a vulnerability
Definition

Risk is the potential for loss, damage or destruction of 

assets or data caused by a threat
Definition



Recap definitions…

Risk

ImpactLikelihood



Mission goal

… for “proactive security”:

“Enhance Cybersecurity resilience by 

reducing the likelihood of successful attacks 

and minimizing the potential impact of any 

given threats”
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Note: Removing all risk is not possible…

– Cannot patch all vulnerabilities

– Cannot eliminate all threats

Externally: reduce attack surface, close open doors

– Run faster than the other guy

Internally: increase the required attack complexity

– I.e. give your blue team enough time to detect and 

respond

Mission goal

… for “proactive security”:

Cybersecurity resilience: reducing

likelihood, minimizing impact



▪ Vulnerability Scanning

– Assess your single on-prem perimeter firewall

▪ (Continuous) Vulnerability Monitoring

– Automatically assess your infrastructure at continuous intervals. 
Simple reporting

▪ Vulnerability Management

– Follow-up discovered vulnerabilities in a structured way, see 
trends, create reports, mitigate and resolve issues

▪ Attack Surface Management

– Expands with automatic asset detection. Attacker’s perspective 
and smarter vulnerability prioritization.

▪ Threat Intelligence-based VM

– Increasingly sophisticated attackers necessitate more insight, 
actively using threat intelligence feeds

▪ Exposure Management

– Tougher prioritizing, shift from vulnerabilities to validated 
exposures

▪ Continuous Threat Exposure Management

– …
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Threat Intelligence-
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Continuous Threat Exposure 

Management

«An integrated, iterative approach, 
made of five-steps cycles prioritizing
and validating responses and 
optimizations to continually refine
security posture improvements.»

Definition

Source: Gartner

Gartner names CTEM as the second most 

important strategic technology trend for 2024 

(right after AI …).

https://www.gartner.com/en


CTEM: Next-Gen VulnMgmt

▪ Focusing on threats and exposures

▪ Scope to business goals, not technical 

objectives

▪ Continuous validation

– Proactive: assess security controls

– Reactive: test detection and response



The CTEM Cycle

1. Scoping

3. Prioritization

2. Discovery5. Mobilization

4. Validation

CTEM

1. Scoping

– Define specific business objects, key recourses, and their potential threat 

vectors

– Start smaller, expand later

2. Discover

– Inventory and categorize assets and exposures using several different 

solutions for discovery and assessment

3. Prioritization

– Focus on exposures related to critical business objects, factoring in 

compensating controls and tolerance for residual risk

– The goal is not to fix everything - assess based likelihood and impact

4. Validation

– Simulate attack scenarios to validate findings, test the effectiveness of both 

mitigating controls and detection and response

– Produce evidence for convincing business stakeholders

5. Mobilization

– Mobilize resources to fix, mitigate, or accept discovered risks

– Don’t fight symptoms – battle root causes
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“Validation”

– Simulate attack scenarios to validate findings, test the 

effectiveness of both mitigating controls and detection 

and response

▪ Proactive validation: test mitigating controls

– Can a given threat actually happened in our systems?

▪ Reactive validation: test detection and 

response

– Can we sufficiently defend against this threat?



Proactive validation

▪ Penetration testing validates identified 

threats

▪ Three results:

– Not possible to exploit (low likelihood)

– Possible, but no results/little effect (low impact)

– Possible, and exploitation gives results (high 

likelihood + high impact = high risk)

Risk

ImpactLikelihood



Reactive validation

▪ Purple teaming (or “BAS”) validates 
identified threats

▪ Three results for a given threat:

– Detected and responded to

– Detected but no response (medium impact)

– No detections at all (high impact)

Risk

ImpactLikelihood



Proactive validation + reactive validation
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CTEM: Next-Gen VulnMgmt

▪ “A framework for working with the several 
different technologies, processes and solutions 
that this area now encompasses”

“78% of Organizations Use More than 50 Different 
Cybersecurity Products to Address Security Issues”

▪ Not a new «silver bullet»

▪ Standard methodology for vulnerability 
management is still relevant

– But this might make it easier to structure everything…

Source: Oracle and KPMG Cloud Threat Report

https://kpmg.com/us/en/insights-and-resources.html


CTEM in Practice

Scoping Discovery Prioritization Validation Mobilization
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Thank you!
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